IT420

from Maksim Ivanenko


Network Security Final

Question #1: State brief descriptions of given terms.

Authentication- process to prove genuine by corroboration of the entities identity.

Asymmetric encryption- encryption method that utilizes separate but integrated user key-pair comprised of public and private keys. Each key works only  one way.

Hash function- computational procedure to convert variable sized message into fixed size output of Message Digest, that cannot be reversed back.

MAC- message authentication code that relies on the use of secret key to generate block of data by hashing ,which is appended to message as Message Digest.

Key distribution center- trusted third party called Certificate Authority that securely issues set of public and private keys for fully authenticated parties.

Nonce- randomly selected numbers necessary to initialize unpredictable sequences for further computations and/or manipulations.

Replay attack- someone intercepts original packets of data, manipulates their content and resends them later posing as original message.

Session key- initializing random one-time-only secret key information for establishing secure  exchange of data between participants.  

Trapdoor- abuses resulted from programming errors exploited by criminals.

Trojan Horse- virus attacks accomplished by secretly inserting malicious computer codes with Internets cookies or other normally accepted programs to  unsuspected users.
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Question #2: What is S/MIME? Describe 3 functions of services that enhance security. 

SMIME (stands for Secure Multipurpose Internet Mail Extension) is a security standard for commercial use.

Message viewed as having an envelope that contains whatever info is needed to accomplish transmission + delivery and contents – object intended for recipient. Traditional e-mail format is RFC 822, which applies only to contents.  It consists of some number of header lines separated by a blank line from body . Header includes keywords such as from, to, subject, date, message ID followed by its arguments (specific values for this e-mail message). MIME as an extension of RFC 822 framework resolves limitations of Simple Mail Transfer Protocol:

I. Transmission of executable files;

II. Transmission of messages in other languages ( 8-bit codes vs. 7-bit ASCII);

III. Overcomes size limitations for message transfer;

IV. Overcomes inconsistency in set of mappings for translations between SMTP gateways;

V. Enables transfer of non-textual data (multimedia);

VI. Adheres completely to RFC821 for e-mail transfer.

MIME specifications include:

1). 5 new message header fields:

· MIME version (1.0 and up);

· Content type (plain or encrypted text; mixed, parallel, alternative or digest multipart message; rfc822 encapsulated body of the message, partial, external-body (includes pointer to an object) message representation; gif or jpeg types of images; mpeg format of video; basic format of audio; PostScript (Adobe defined)  or octet-stream (binary data in 8-bit files) applications;

· Content Transfer Encoding (7 bit, 8 bit, binary, quoted-printable, base64, x-token);

· Content ID (to identify entities of MIME uniquely in multiple contexts);

· Content Description (text description of the object with the body).

2). Standardizing representations that support multimedia e-mail by defining its content format (using canonical form vs. native form)

3). Enabling the conversion of any content into protected from alterations e-mail by defining transfer encoding (using canonical form vs. native form).

Canonical form is a format appropriate to the content type that is standardized for use between systems.

S/MIME offers ability to sign and/or encrypt messages. S/MIME functions:

· Confidentiality by enveloping data (encrypting content and encryption keys);

· Authentication by signing data (forming digital signature by taking message digest of the content and encrypting it with the private key of signer, content plus signature then encoded by base64);

· Clear-signed data (forming digital signature of the content and encoding it with base64) enables viewing of message without verifying the signature for recipients without S/MIME);

· Confidentiality and Authentication  by signing and enveloping data (nesting entities in such a way that encrypted data may be signed and signed data (or clear-signed data) may be encrypted).

SMIME incorporates 3 public-key algorithms:

 Digital Signature Standard for generating digital signatures, Diffie-Hellman variation (ELGamal) for encrypting session keys and RSA as an alternative for both procedures.160-bit SHA-1  hash function preferred in generating digital signature or 128-bit MD5 as less secure alternative. Triple DES is recommended for message encryption ,but also accepts 40-bit RC2 as less secure alternative.

Procedures to choose algorithm from sender’s side:

1. Choose highest preference decrypting capability on the available list from recipient that it is capable to use;

2. Use same encryption algorithm as was used on the last signed and encrypted message received from recipient;

3. If no knowledge available about recipients decryption capabilities – use triple DES;

4. Use RC2/40 for situations when recipient may not be capable to decrypt even with triple DES.

Steps to prepare an enveloped Data MIME entity:

· Generate pseudorandom session key for chosen symmetric encryption algorithm (triple DES or RC2/40);

· Encrypt the session key with the recipients public key;

· Prepare Recipient Info block that contains senders public-key certificate, an identifier of used algorithm and encrypted session key;

· Encrypt the message content with the session key;

· Enveloped Data combines Recipient Info blocks followed by encrypted content.

To recover encrypted message recipient:

· Strips off base64 encoding;

· Recovers session key by utilizing its own private key;

· Decrypting message using obtained session key.

Steps to prepare signed data:

· Select message digest algorithm (SHA-1 or MD5);

· Compute message digest – execute hash function of the content to be signed;

· Encrypt message digest with the signers private key;

· Prepare Signer Info block that contains signers public-key certificate, an identifier of the message digest algorithm, an identifier of encryption algorithm for message digest and encrypted message digest.

· All information is encoded into base64.

To verify signed data:

· Strip off base64 encoding;

· Signers public-key used to decrypt the message digest;

· Computation of message digest to compare with decrypted message digest to verify signature.
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Question #3: What is the role of IPSec? Describe how Security Association (SA) is initially established?

IPSec (stands for IP Security) provides the capability to secure communications across a LAN, private and public WAN’s and across the Internet.

The principal feature of IP Sec is that it enables to support encryption and/or authentication at the IP level (level 4 of OSI model).

Benefits:

· Could be implemented in firewall or router to provide strong security applied to all traffic crossing the perimeter without adding security overhead within a company;

· IPSec is resistant to bypass from outside firewall, when it is implemented as the only access to Internet;

· IPSec is transparent to applications because it’s located below transport layer;

· IPSec is transparent to end users;

· IPSec could be implemented for individual users for setting up a secure virtual sub network within an organization for sensitive applications.

IPSec specification consists of numerous documents that could be divided into 7 groups:

1. Architecture;

2. ESP – encapsulating security payload;

3. AH – authentication header;

4. EA – encryption algorithm;

5. AA – authentication algorithm;

6. KM – key management;

7. DOI – domain of Interpretation.

Association is a one-way relationship between a sender and a receiver that affords security services to the traffic carried on. Security Association is uniquely identified by three parameters:

· SPI – security parameters index carried in AH and ESP headers;

· IP Destination Address – currently only unicast addresses allowed for end user, firewall or router;

· Security Protocol Identifier – determines association as AH or ESP.

Security Association parameters:

1) Sequence number counter;

2) Sequence counter overflow;

3) Anti-replay window;

4) AH information;

5) ESP information;

6) Lifetime of this SA;

7) IPSec Protocol Mode;

8) Path MTU (maximum transmission unit).
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Two modes of use – Transport and Tunnel.

Transport mode provides protection primarily for upper-layer protocols. Typically used for end-to-end communication between 2 hosts. Protection extends to the payload of an IP packet, following IP header.

Tunnel mode provides authentication to the entire IP packet. It is used when one or both ends of SA is a security gateway (firewall or router with IPSec implemented). Because the original packet is encapsulated (including inner IP header), the new larger packet will have totally different source and destination addresses, adding to security.

	
	Transport Mode SA
	Tunnel Mode SA

	AH
	Authenticates IP payload and selected portions of IP header and Ipv6 extension headers.
	Authenticates entire inner IP packet (inner header plus IP payload) plus selected portions of outer Ipv6 extension headers.

	ESP
	Encrypts IP payload and any Ipv6 extension headers following the ESP header.
	Encrypts inner IP packet.

	ESP with authentication
	Encrypts IP payload and any Ipv6 extension headers following the ESP header. Authenticates IP payload but not IP header.
	Encrypts inner IP packet. Authenticates inner IP packet.


The Authentication Header provides support for data integrity and authentication of IP packets. It also guards against the replay attack. Authentication is based on MAC method, where 2 parties must share a secret key.

AH structure

	bit
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	Next header
	Payload length
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	Security parameters index (SPI)
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	Authentication data (variable)




Transport mode for Ipv6
	Orig IP hdr
	Hop-by-hop, dest, routing, fragment
	AH
	Dest
	TCP
	Data


Authentication covers the entire packet, excluding mutable fields that are set to zero for MAC calculation.

Tunnel mode for Ipv6
	New IP hdr
	Ext headers
	AH
	Orig IP hdr
	Ext headers
	TCP
	Data


Entire original IP packet is authenticated, entire inner IP packet including inner IP header is protected by AH. The outer IP extension headers are protected except for mutable and unpredictable fields.
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Question #4: What services does SSL provide? How SSL establishes a secure connection? Where it is used?

SSL (stands for Secure Socket Layer) originated by Netscape to provide reliable end-to-end secure service by utilizing Transport Control Protocol. It consists of a stack to provide security for various higher-layer protocols, such as http, Handshake Protocol, Change Cipher Spec Protocol and Alert Protocol .

	SSL Handshake Protocol
	SSL Change Cipher Spec Protocol
	SSL Alert Protocol
	HTTP

	SSL Record Protocol



	TCP



	IP




Between any pair of parties (applications such as http on client and server), there may be multiple secure connections.

A session state  is defined by the following parameters:

· Session identifier- byte sequence chosen by the server;

· Peer certificate- digital certificate that could be null.

· Compression method- algorithm used to compress data prior to encryption;

· Cipher spec- specifies encryption and hash algorithms used for MAC calculation, as well as their parameters (such as hash size);

· Master secret- 48-byte secret shared between the client and server;

· Is resumable- a flag indicating whether the session can be used to initiate new connections.

A connection state is defined by the following parameters:

· Server and client random- byte sequences chosen by server and client for each connection;

· Server write MAC secret- the secret key used in MAC operations on data sent by the server;

· Client write MAC secret- the secret key used in MAC operations on data sent by the client;

· Server write key- the conventional encryption key for data encrypted by the server and decrypted by client;

· Client write key- the conventional encryption key for data encrypted by the client and decrypted by server;

· Initialization vectors- used in block cipher mode for each key, initialized by handshake protocol;

· Sequence numbers- each party maintains separate sequence numbers for transmitted and received messages for each connection. When a party sends/receives a change cipher spec message the appropriate sequence number is set to zero. Maximum value is 264 –1.

SSL Record Protocol provides 2 services for SSL connections:

1) Confidentiality- handshake protocol defines a shared secret key for conventional encryption of SSL payloads;

2) Message Integrity- handshake protocol also defines a shared secret key that is used to form a message authentication code (MAC).

Process:

· Fragmentation –dividing message into manageable blocks of 214 bytes (16,384 bytes) or less;

· Compression- is optional, in SLLv3 default algorithm is zero, it should ideally shrink data when applied;

· Add MAC- by computing it over compressed data with hash function;

H(MAC_write_secret||pad_2||H(MAC_write_secret||pad_1||seq_num||SSLCompressed.type||SSLCompressed.lenghth||SSLCompressed.fragment))

· Encryption-  previous section encrypted using symmetric encryption algorithm (IDEA, RC2/40, DES/40, DES/56, 3DES/168, Fortezza, RC4/40 or RC4/128);

· Append SSL record header- content type(8 bits), major version (8 bits), minor version (8 bits), compressed length (16 bits).

Change Cipher Spec Protocol- is simplest among SSL Record Protocols, consists of a single byte the value 1. The sole purpose of it to cause the pending state to be copied into the current state, which updates the cipher suite to be used on this connection.

Alert Protocol-  used to convey SSL-related alerts to the peer entity, which must be also compressed and encrypted. Each message consists of 2 bytes- first byte could be easer 1 (warning) or 2 (fatal) to determine severity; second byte indicates specific alert from list:

· unexpected_message;

· bad_record_mac;

· decompression_failure;

· handshake_failure;

· illegal_parameter;

· close_notify;

· no_certificate;

· bad_certificate;

· unsupported_certificate;

· certificate_revoked;

· certificate_expired;

· certificate_unknown.

Handshake protocol- most complex part of SSL ,which allows the server and client to authenticate each other and to negotiate an encryption , MAC algorithm, cryptographic keys to be used to protect data sent in an SSL record. Handshake Protocol is used before any application data are transmitted.

It consist of a series of messages

{three fields: type (1 byte); length (3 bytes); content (>= 1 byte)} exchanged by client and server explained by diagram:
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Client  ----------------------------------------Time(--------------------------------------------( 
Handshake protocol could be divided into 4 phases:

(Establish security capabilities, including protocol version, session ID, cipher suite, compression method and initial random numbers;

(Server authentication and key exchange by sending and request of certificates;

(Client Authentication and key exchange by sending and verifying certificates;

(Finish by confirmation of receipt (in required keys, random numbers  of accepted cipher suite).

The shared master secret is a one-time 48-byte value (348-bits) generated for this session by means of secure key exchange:

· stage 1- pre_master_secret_key is exchanged by either RSA or Diffie-Hellman algorithms;

· stage 2- master_secret is calculated by both parties using combination of MD5, SHA and concatenation with 2 nonce values exchanged in initial hello messages. 
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Question #5: What is it meant by dual signature? What is an important innovation in SET? Describe process.

SET (stands for Secure Electronic Transaction) is a security specification designed to protect credit card transactions over the Internet, which runs above http application level. It’s a set of security protocols and formats that enables users to employ the existing credit card payment infrastructure on an open network in a secure fashion.

SET provides 3 services:

1) Secure communication channel among all parties involved;

2) Ensures trust by the use of digital certificates;

3) Ensures privacy by providing only essential information to required authorized parties according to their business needs only.

Key features of SET:

· Confidentiality of information (prevents merchant from learning cardholders credit card number and issuing bank from details of purchase by separation of data and use of DES algorithm);

· Integrity of data (guarantees that message content is not altered in transit by utilizing digital signatures with SHA-1 hash codes);

· Authentication of cardholder account information (through issuing banks authorization mechanism by utilizing digital certificates and signatures);

· Authentication of merchant (to verify that a merchant is registered with financial institution to accept credit card transactions by utilizing digital certificates and signatures).

Process of SET:

1. Customer opens credit card account;

2. Customer receives digital certificate signed by issuing bank;

3. Merchant obtains 2 personal digital certificates for 2 owned public keys – for signing messages and for key exchange, and copy of payment gateway public-key certificate;

4. Customer places an order by completing order form provided by merchants website application program;

5. Customer receives order placement acknowledgement with the copy of certificate to verify merchants registration with CA;

6. Customer sends order request and payment information along with customers digital certificate;

7. Merchant requests payment authorization through payment gateway to verify sufficient funds for this transaction;

8. Merchant receives payment authorization through payment gateway authorities;

9. Merchant confirms the order and provides requested goods and/or services to customer.

SET utilizes dual signature in order to separate Order Information from Payment Information which are intended to provide extra protection in terms of privacy, but be linked together in a way that can be used to resolve disputes if necessary.

DS=Ekrc[H(H(PI)||H(OI))]

DS-dual signature

E-encryption

Krc-customers private key

H-hash function

PI-payment information

PO-order information

SET includes various transaction types, such as:

Cardholder registration, merchant registration, purchase request, payment authorization, payment capture, certificate inquiry and status, purchase inquiry, authorization reversal, capture reversal, credit, credit reversal,  payment gateway certificate request, batch administration, error message etc.

Purchase request exchange consists of:

Initiate Request;


Customer sends info that includes brand of the credit card to use, ID of request and nonce used to ensure timeliness. This info will be used to obtain copy of payment gateway certificate and merchant certificate.

Initiate Response;


Customer receives Merchants signature certificate, payment gateway certificate, original nonce from customer plus another nonce for the customer to return in the next message, transaction ID for this purchase information. Customer verifies received certificates by analysis of CA signature and then creates Order Information and Purchase Information. Transaction ID assigned by merchant is placed in both OI and PI.  

Purchase Request;

Customer generates (randomly)  one-time symmetric key for encryption of Purchase Information,  Dual Signature and Order Information Message Digest. Digital envelope created by encrypting symmetric encryption key with payment gateway public key. Digital envelope must be opened (decrypted) first in order to successfully access any other information in these transactions. Merchant cannot read this payment related info without one-time symmetric key generated by customer and intended only for Payment Network Authority. Merchant will receive only Purchase Information Message Digest, Order Information, Dual Signature and Customer Certificate with public signature key of customer. Merchant will verify customers certificate by observing CA signature and decrypt dual signature using customers public key to acquire Purchase Order Message Digest. Then merchant compares this POMD with computed operation  H{H(OI)||PIMD}.This ensures that the order has not been tampered during transit and that it was signed with customers private key.

Purchase Response.

This response includes acknowledgement block of order and references the corresponding transaction number. This block is signed by merchants private key and send to customer with merchants signature certificate. When this data received by customer, it is verified for merchants certificate and signature on the response block. Finally, customer’s software takes action based on the response (display info to user or update status of order in database).
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